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Disasters come in many forms: ransomware attacks, fires, natural
disasters, and more. The companies featured in this eBook faced
severe challenges that could have led to their downfall. Yet they
survived and continued their operations, thanks to their well-crafted
business continuity plans (BCPs).

A business continuity plan is a comprehensive document that
outlines how a business will continue operating during an unplanned
service disruption. It includes detailed procedures and resources for
maintaining and restoring business functions. The core components
of a BCP typically cover risk assessment, impact analysis, preventive
measures, disaster response, recovery plans, and communication
strategies. Essentially, it's a roadmap for keeping the business
running, no matter what happens.

This eBook contains real-life examples of businesses that were
put to the test and managed to stay afloat because of their BCPs.
From healthcare systems to police departments, these stories
demonstrate how critical it is to be prepared.

These examples will show how a solid business continuity plan can
make the difference between a minor setback and a catastrophic
failure. By learning from these cases, you can understand the
importance of business continuity planning and how to implement it
in your own organization.



CAMDEN COUNTY POLICE DEPARTMENT
SUFFERS A RANSOMWARE ATTACK

WHAT HAPPENED

In mid-March 2023, the Camden County Police Department
experienced a ransomware attack. This attack encrypted critical
criminal investigation files and internal administrative data,
disrupting the operations of several county police departments and
delaying their investigative processes.

IMPACT

The ransomware attack had several significant effects:

e Disrupted Operations: Essential files related to criminal
investigations and internal administration were rendered
inaccessible.

e Investigation Delays: Ongoing investigations faced delays
due to the inability to access necessary information.
¢ Ransom Demand: Hackers demanded a substantial ransom

for decryption, but the department opted not to pay.

Fortunately, the attack did not impact 911 call systems or other
public-safety responses, allowing emergency services to continue
functioning without interruption.

When Disaster Strikes: Real Examples of Business Continuity \ 3

MANAGE



HOW THEY SURVIVED

The Camden County Police Department's quick recovery from the
attack was made possible by a well-prepared business continuity
plan:

e Expert Collaboration: The department worked with IT
specialists and law enforcement experts to restore encrypted
data.

e Robust Backups: Comprehensive, up-to-date backups played
a critical role in data recovery.

o Swift Restoration: At the time of the press releases about the
event, 80%-85% of the files were accessible, and the
department had resumed normal operations.

Thanks to its strong business continuity plan, the Camden County
Police Department mitigated the impact of the ransomware attack,

quickly restored operations, and avoided damage to reputation and
financial consequences.
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AN MSP OVERCOMES A FIRE DISASTER

WHAT HAPPENED

In 2013, Cantey Technology, an IT company in Mount Pleasant, South
Carolina, faced a severe crisis when lightning struck their office building,
causing a fire. The fire destroyed the office and the company's network
infrastructure, including cables and computer hardware.

IMPACT

The damage was extensive, with all equipment destroyed beyond repair and
the office rendered unusable. This posed a significant threat to Cantey
Technology's core server hosting service for more than 200 clients.

HOW THEY SURVIVED

Cantey Technology's comprehensive business continuity plan was vital to
their survival:

e Remote Data Center: The company had already moved its client
servers to aremote data center, where continuous backups were
maintained.

e Uninterrupted Service: Despite the destruction of the office, clients
experienced no service interruption.

The founder, Willis Cantey, recognized the risks of on-site server
storage and ensured the company's resilience by moving client servers

off-site. Cantey Technology continued operations seamlessly, making
this a textbook example of effective business continuity planning.
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HIT BY RANSOMWARE
HEALTHCARE SYSTEM IN IRELAN[?

WHAT HAPPENED

In May 2021, the Health Service Executive (HSE) of Ireland faced a severe
ransomware attack that seriously impacted its operations. Despite numerous
warnings and the high vulnerability of healthcare organizations, Ireland's
healthcare system was not fully prepared for such an attack.

IMPACT

The ransomware attack caused widespread disruption:

Outpatient Services: Numerous outpatient services were shut down.
IT Outages: At least five hospitals, including Children's Health Ireland
at Crumlin Hospital, experienced significant IT outages.

Employee Payments: Payment systems for 146,000 staff members
were affected, causing delays in pay.

COVID-19 Services: COVID-19 test results were delayed, and the
Covid-19 vaccine portal went offline.

Appointments: Many medical appointments and procedures were
cancelled.

Near-full recovery and restoration of servers and applications took over three
months. The financial impact was enormous, with recovery costs projected to
exceed $100 million, not including the costs for new security measures.
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HOW THEY SURVIVED
Despite the severe impact, several measures helped mitigate the damage:

e Quick Response: Cybersecurity teams acted swiftly, shutting down
over 85,000 computers to prevent further spread.

e Thorough Inspection: Disaster recovery teams inspected over 2000 IT
systems to contain the damage.

e Protected Systems: Cloud-based systems were not affected by the
ransomware.

Strangely, the attackers unexpectedly released the decryption key,
which was crucial, since the HSE's backup systems were not entirely

reliable. Without this key, recovery would have been much slower, and
more data could have been lost permanently.
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ATLANTA’S RANSOMWARE ATTACK
@N CITY: SERVICES

WHAT HAPPENED

In March 2018, the City of Atlanta was hit by a SamSam ransomware attack,
severely disrupting the city's government services. The attackers exploited
vulnerabilities in the city's IT systems to infiltrate and encrypt data,
demanding a ransom of $52,000 for decryption.

IMPACT
The attack had far-reaching consequences:

e Service Disruption: Numerous city services, including police records,
courts, utilities, and parking services, were disrupted.

e Operational Downtime: City computer systems were shut down for
five days, forcing many departments to revert to manual paperwork.

e Extended Recovery: Although services were gradually restored, full
recovery took several months.

The financial impact was staggering, with total costs estimated at over $17
million. This included nearly $3 million for emergency IT consultants and
crisis management.

HOW THEY SURVIVED

The attack highlighted significant gaps in the city's IT security and business
continuity planning. An audit conducted two months previously had identified
1500-2000 vulnerabilities, including weak passwords and obsolete software.

Despite these shortcomings, the efforts of dedicated internal and
external IT professionals played an essential role in restoring services.

Though not perfect, the city's disaster recovery procedures helped
mitigate the damage and expedite the recovery process.
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SWIFT RESPONSE TO FIRE AT
GERMAN TELECOM FACILITY

WHAT HAPPENED

A German telecom company faced a severe threat when a fire started in a
central switching center. The center housed crucial telecom wiring and
equipment essential for providing services to millions of customers.

IMPACT

The fire reached the building and knocked out the entire switching center,
potentially disrupting customer services.

HOW THEY SURVIVED
The company's effective incident management system played a pivotal role:

e Immediate Alerts: The incident management system alerted staff to the
fire and evaluated its impact.

e Response Activation: Incident management response teams were
activated and sent emergency alerts to 1600 employees.

e Redundant Network Design: The company's redundant network design
allowed for a rapid response and service restoration within six hours.

This example underscores the importance of having an effective

incident management system and a redundant network design to
ensure rapid recovery from unforeseen incidents.
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WHAT HAPPENED

In August 2017, Hurricane Harvey caused widespread devastation in
Southeast Texas, severely affecting many businesses, including Gaille Media,
a small internet marketing agency.

IMPACT

Despite being located on the second floor of an office building, Gaille Media's
office was flooded when Lake Houston overflowed. The building was
inaccessible for three months, and the office was eventually deemed
unusable due to extensive water damage and mold.

HOW THEY SURVIVED
Gaille Media's forward-thinking approach to data storage saved the day:

e Cloud Storage: Most of the company's data was stored in the cloud,
allowing staff to work remotely throughout the disaster.
e Remote Operations: The company maintained operations without

interruption by leveraging cloud technology and remote work
capabilities.

Ultimately, Gaille Media decided to remain decentralized, with
employees continuing to work remotely. This decision ensured

business continuity during the hurricane and provided a resilient
operational model for future challenges.
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CONCLUSION

These real-life examples highlight the importance of having a
well-thought-out business continuity plan. From ransomware
attacks to natural disasters, each case demonstrates that
proactive planning, robust IT systems, and effective disaster
response strategies are crucial for minimizing downtime and
ensuring business survival.

By learning from these examples, business owners can better
appreciate the value of business continuity planning and take
steps to protect their own operations.

As a managed service provider, we specialize in helping
businesses develop and implement comprehensive business
continuity plans. Our expertise ensures your business can
withstand and recover from any disruption, keeping your
operations running smoothly. Contact us today to safeguard
your business's future.
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